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Dich vu mang xa hoi (SNS) cho phép moi ngudi dé dang dang tai va tuang tac véi ngusi khac, da tré thanh
mot phan khong thé thiéu trong cuéc séng clia cac ca nhan va doanh nghiép. Mat khac, véi dac diém lan
truyén nhanh chéng, né cé thé truyén ba nhiing &i chi trich clia ngudi dung vé cong ty (cong ty hodc nhan
vién), dan dén tay chay.

Trong bai viét nay, ching téi sé gidi thiéu cac vi du vé cac cong ty 6 khu vuc chau A da gap phai tinh trang
bung phat du luan trén SNS, dong thai huéng dan cac bién phap tng ph6é ma cac cong ty & chau A nén

thuc hién.
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Rui ro lién quan t6i mang xa hdi doanh

nghiép va cac bién phap ing phé

1. Nghién cuu truéng hap bung phat trén SNS & chau A
Du6i day la mot sb vi du vé su bung phat trén SNS lién quan dén cac cong ty va van phong chinh pha &
Dong Nam A va Nam A. Nhu ching ta sé thdy & phan sau, c6 nhiing trudng hop ndi bat ma ngusi dung
khong hiéu hét va can nhic day da vé chinh tri, sic toc, van héa, ton gio, v.v.

Quoc gia Cong ty Chi tiét
India Nam 2022, cac cong ty san Xuét 6 té ctia Han Québc va Nhat Ban & Pakistan da kich dong
Cac nhasan du luan An Do khi the hién su ing hd mot ngay l& caa Pakistan lién quan dén tranh chéap
® xué\t 010, V.v. lanh thd Kashmir. G An Do, mot chlen dich tay chay da dudc phat trién, va mdi cong ty
sy (nhiéu cong ty) déu xin 16i ngudi dan An Do, néi rang "Cac bai dang & Pakistan dudc thuc hién bai cac dbi
tac dia phudng va khong phan anh lap trudng cta coéng ty."
Singapore Nam 2018, dé ky niém Ngay Doc lap, nha hang théng bao maét thuc dan trén Facebook
Chudi nha mang tén theo (&i bai quéc ca Singapore, va tén d6 dudc hiéu theo nghta "nguyén rda
G hang (Cong ty chinh ban" bang tiéng Ma Lai. Ngay sau théng bao, chi trich lan truyén réng "Céng ty
A) khéng c6 ngudi M3 Lai va khéng co6 su da dang van héa" va nha hang da xin (6i trén
Facebook.
Vietnam N&m 2023, mét ngudi dung chi ra ring Quan dao Trudng Sa, ma Trung Quéc dang tuyén
(ng dung goi bd chti quyén, dugc dé cap La "Quan dao Nam Sa" trén ban @b hién thi trong Uing dung. Chi
o (Céhg ty B) trich cong ty lan truyen véi néi dung "Thé hién l‘énh thé Viét Nam nhu‘thé né thuQc ve
Trung Quoc". Cong ty da xin Loi vi st dung ban d6 nguén md. Chinh quyén thanh phé H6
Chi Minh da phat cong ty 60 triéu ddng (khoang 2.500 dé la My).
N&m 2022, mét video xuét hién trén Facebook cho thdy mét nhan vién ctia hang tién Loi
Chudi ban L& dang nhay mua theo nhac trén quay chudn bj thiic &n, kich @dng maét lan séng chi trich vi
(Congty C) hanh dong do [a "Khéng vé sinh". Nha diéu hanh céng ty da dua ra L&i xin 18, d c6 hanh
dong ky luat dbi vai nhan vién dé, va tién hanh vé sinh va khir trung ky ludng clia hang.
Thailand - -
Nam 2021, sau khi cé y kién chi ra rang mot ngudi giao hang tif Céng ty D da tham gia mot
[— cudc biéu tinh chdng chinh phti & Bangkok, Cong ty D da dang trén tai khoan chinh thiic X
R T Dich vu giao (truéc day la Twitter) réng "Céng ty sé cham dit hop dbng theo cac quy dinh ctia ngugi giao
| hang thic &n hang. Chang t8i khéng chdp nhan bao luc hodc khang bé". Tuy nhién, sy bung phat trén SNS
(Congty D) xay ra bdi vi nhiing ngudi tham gia biéu tinh bi coi la khing b, va mot cudc tay chay cong ty D
dudc phat trién cht yéu béi nhiing ngusi Ging ho cudc biéu tinh. Cong ty D rat lai viec cham
duit hgp ddng va dang L&i xin 6i.
Malaysia Nam 2020, khi cac bién phap kiém soat di chuyén dugc ban hanh do dai dich COVID-19,
Van phong vGi mot meo dé giti hanh phuc gia dinh, Bo da dang lén Facebook réng "Vg nén bat chudc
E chinh phu (B giong noi cla Doraemon va cudi khac khich than mat”, “Vo nén méc quan 4o dep”, van
e E) van. Pa c6 mat loat cac binh luan chi trich day La su phan biét dbi xr véi phu nit, va nhan
_ dudc su phan di tif cdc nha hoat dong vi quyén cla phu ni. B6 da xin [6i va x6a bai dang.
Indonesia N&m 2014, khoai tay chién cla Céng ty F, chira chiét xudt thit lgn khéng phi hdp cho
Nha san xust ngudi Hoi gido, da bi nhdm lan d&t lén ké san phadm halal cia mot clia hang tién Loi, va
ba mot khach hang phat hién ra da chi trich Cong ty F trén Facebook. Mac du nhan thuc
anh keO 2 X . N A N . . x. N ~ 1r A ) A,
- (Congty F) pljam bao‘g'orrl cac thanh ph‘an la Ehlnh Xac, n'h%rng l9| trung bgy ('Jra If'fh d‘ong phan ‘h0|
tiéu cyc doi v6i Cong ty F. Tinh hudng dugc giadi quyet sau khi nha diéu hanh clra hang
tién i xin L6i.
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Su két hgp cta nhiing tinh ndng nay cung cap kha
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2. Miic d6 phd bién ciia SNS 6 Chau A

Theo khao sat nam 2022 ctia GWI (cong ty nghién
ciu Anh), c6 thé thy rang cac qubc gia l6n 6 Dong
Nam A va Nam A la nhiing quéc gia st dung SNS
tich cuc nhat trén thé gisi. Cac nuéc chau A co6 thi
hang cao vé thgi gian st dung SNS hang ngay, trong
khi thai gian st dung trung binh toan cau la 2 gig 31
phat. Két qua khao sat nhu sau.

= 5S4 4 Philippines (3 gi& 43 phut)

= 5610 Indonesia (3 gig 18 phat)

= 5615 An D6 (2 gid 50 phut)

= 5617 Malaysia (2 gig 47 phat)

= 5618 Thai Lan (2 gig 44 phat)

= 5S4 20 Viét Nam (2 gid 32 phat)

= S 26 Singapore (2 git 13 phat)

= 5451 Nhat Ban (51 phat)
Cac yéu t6 dang sau hién tugng nay dudc cho la do
chau A c6 dan sb tré tudi dang ké cé xu hudng sir
dung cac dich vu web, va ty & tham nhap internet di
dong gan 100%.
Diéu tha vi 13, trong s6 5 quéc gia hang dau, ngoai trif
Philippines, cac nuéc l6n 8 Nam My va chau Phi chiém
uu thé trong danh sach.
3 chau A, diéu quan trong la phai nhan thic dugc
moi trudng ma su bat binh v6i hoat dong clia mot
cong ty c6 thé dudc dang tai trén SNS va lan truyén
nhanh chéng.

3. Co ché cha "Bung phat trén SNS"

SNS la nén tang thanh vién dua trén web cho phép
tudng tac gilrta cac thanh vién da dang ky. Né cho
phép giao tiép chit ché gilta ngusi dung, chang han
nhu tu tap ban bé, nhiing ngudi cung s¢ thich, va cu
dan cta cac khu vuc lan can. G chau A, thuat ngit
"Mang xa hoi" thuong dudc sir dung cho cac dich vu
nay, nhung trong bai viét nay, chung toi sé su dung
thuat ngr "SNS" dé tap trung vao phan lng gilia
ngudi dung.

Cac nén tang SNS khac nhau dang dudc st dung,

nhu dua trén van ban X va tap trung vao anh

Instagram nhung tat cd cac nén tang SNS chinh déu

c6 diém chung la thuc day su tuong tac gitta ngudi

dung.

1) Theo doi: Dang ky nhiing ngudi dung khac bang
nat "Theo ddi" gip dé dang kiém tra cac bai
dang va hanh dong cla nhiing ngudi dung da
noéi. Nhitng ngudi theo déi ban dudc goi la
ngudi theo doi.

2) Like: Ngusi dung co thé danh gia va bay to
thién cam véi bai viét cla ngudi dung khéac
bang nut “Like”.

3) Chia sé: Ngudi dung co6 thé gidi thiéu bai viét,
tin tdc,... clla ngudi dung khac dén nhiing ngudi
theo ddi bang nat “Chia sé” hodc “Dang lai
(retweet)”.
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nang khuéch tan manh mé. Néu mot ngusi dung
thay ndi dung tha vi va chia sé né v6i ngusi theo
doi, ngudi theo dodi cling chia sé véi ngudi theo doi
clia hog, va né sé nhanh choéng lan réng trén toan bo
SNS. Mac du 'flaming' thiéu mét dinh nghia chinh
xac, né thudng chi dén mot su kién ma phan dng
tiéu cuc lan truyén mot cach bat ngd nhanh chéng
va trén quy mo Lén.

Hinh : Hinh &nh khuéch tan néi dung trén SNS

Spread of “Like” on Facebook

A connection that
usexs are directly awgye of

(Nguén : Tokio Marine dR Co.,Ltd.)

Khi sir dung SNS, moi ngugdi sé c6 do tudng rang ho
dang dang mot bai viét cad nhan gitia ban beé cla
minh, nhung thuc té c6 mét ciu tric dat dudc mot
s6 lugng L6n ngusi khong xac dinh gibng nhu la to
trong mot con dudng dong ddc. Ngay ca khi ngudi
dung dat n6 & ché do riéng tu, van cé nguy cg ai do6
trong s6 ban bé cla ho sé céng khai no.

Va mot khi noi dung dugc chia sé, né cé thé dudc
xem ngay lap tuc bai nhiéu ngusi dung théng qua
thong bao day trén dién thoai thong minh. Trong
hau hét cac trusng hop, ngay ca khi bai dang gbc bi
x6a, ndi dung da dudc xem bai nhiéu ngusi dung sé
dudc luu trt § dau dé va dang lai.
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4. Kich hoat su bung phat SNS

TM-RE News

Su bung phat cé thé dudc kich hoat khong chi béi cac bai dang noi bo trong cong ty ma con ca cac bai dang tu
cac ngudn bén ngoai nhu khach hang, v.v. Cac bai dang kich hoat su bung phat cé thé dugc phan loai nhu sau.

Bai viét bat ngudn ti ndi bé Cong ty

1) Thong bao chinh thiic clia cong ty:

Trong trudng hap mot cong ty phd bién thong
tin khéng phu hgp théng qua tai khodn SNS
chinh thiic, quang cao hodc chién dich cua
minh. Trong mot sb trudng hap, nhiing i chi
trich d6i v6i viec dang bai cla cac dbi tac lién
doanh, d6i tac kinh doanh ho&c céng ty thué
ngoai cé thé huéng dén cong ty do.

2) Bai viét dugc tao béi nhan vién:

Khi mét nhan vién lam ro ri théng tin ca nhan
hodc bi mat do céng ty nam gili, hoac dang
nhiing t6i ac hodc tro dua ca nhan, v.v.

5. Chu dé nhay cam (Kich hoat)

Cac bai dang xuat phat tu bén thi ba

3) Khach hang, d6i tac kinh doanh, cu dan dia phuong:
Khi khach hang, déi tac kinh doanh, v.v. khéng hai long véi
san phadm/dich vu, khiém khuyét vé chat luong, gian lan,
v.v,, va dang nhiing LGi chi trich, phan nan, v.v.

4) Cac t6 chirc phi lgi nhuan, truyén théng, v.v:

Khi mét té chiic phi lgi nhuan (NPO), nha bao, v.v. dua ra
bai dang chi trich cong ty do khia canh khéng phu hgp
trong kinh doanh ctia céng ty.

5) Cac bai dang do bén thit ba tao ra:

Dbi thu canh tranh hodc bén thd ba cé hiém khich véi
cong ty dang cac chién dich tiéu cuc hoic gia mao.

C6 mot sb cha dé co kha nang dan dén viéc bung phat SNS trén khép thé gi6i. Cac van dé nhay cadm, nhu
nguyén tac hodc gido ly ndo can dudc cha vy, v.v., khac nhau & médi quéc gia va khu vuc, nhung tt ca déu chia
sé mot mé hinh chung, va cac nghién ctu trudng hgp vé bung phat dugc dé cap truéc cling rai vao mé hinh

nav

1) Phan biét d6i xi va Ngon luan thi han

T&n cong hodc xic pham ngudi 6

2) Thién vi . .
Dang mot cai gi d6 gan gai v6i mot hoc thuyet
hodc nguyén tac cu thé va kich dong phan

nhan phan héi rang thiéu su da dang.

mot vi tri cu thé dé nhan phan tng tu .... tng tl:I quan giém khac. (;hinh i, ton gié‘o,
ho (chinh tri, tén gido, vdn hoa, sac van héa, sac tdc, v.v.). Ngoai ra, c6 nhifng quoc
n gia ma cac bai dang gay bat |gi cho dat nudc
toc, v.v.) hoac chi trich hoang gia bi cAm.
3) Qudy rbi tinh duc 4) Thiéu hiéu biét vé diéu cAm ky
Dang dua trén dinh kién, changhan e e e e Bi chi trich vi khéng hiéu va khong quan ﬂ
nhu ap dat vai tro lién quan dén gidi tam den nhiing dieu bi cam hoac nén @
tinh va khuynh huéng tinh duc va tranh nhu tén gido, van hoa, sac toc, v.v. .&

5) Tro dua

M6t canh nhan vién dua cot thuc té
trong ndi lam viéc co thé khién khach
hang cam thay khé chiu.

G Nhat Ban, n6 dudc goi la "khing bé
cong viéc ban thai gian".

6) Khdng trung thuc trong kinh doanh

Bi chi trich khi kinh doanh dugc cong khai
[a 6 Lgi nhuan khéng céng bang hoac gay
ton hai dén lgi ich ctia ngudi khac thong
qua thiét lap, hanh déng mdi chai, quang
c&o phong dai, tin dén, v.v.

7) Chéat luong kinh doanh kém

Tinh hinh kinh doanh thuc té khi co
van dé vé kiém soat chéat lugng dudc
béc 16 nhu xi ly mat vé sinh hoac tho
bao.

® % =

8) Vi pham tuan thu

Bi chi trich khi cong khai mét doanh
nghiép co diéu kién lam viéc khac nghiét
nhu ché d6 no Lé hién dai, lam gia nguyén
vat liéu, st dung théng tin ca nhan bat
hgp phap, v.v.

v/

T4t cd nhitng diéu trén cé thé dan dén su chi trich tuy thudc vao cach ngudi dung nhan né, bat ké ngudi ding cé y
dinh nhv vay hay khong, vi vay can phai chi y dac biét. Trong mét cong ty, viéc cung cap gido duc la quan trong dé
théng tin/PR, san pham/dich vu, hoat déng CSR, v.v. clia cdng ty va viéc str dung ca nhan cla nhan vién khéng roi

vao cac mo hinh trén.
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5. Cac bién phap nén dugc thuc hién

E)é dbi pho vei nguy cd bung phat trén SNS, ching t6i chia cac bién phap thanh Cac bién phap trugc su
€0 va Ung pho khan cap nhu sau;

Xay dung cac nguyén tac st dung SNS va thuc ddy dao tao dé nhan vién khong dang thong tin
chinh thiic ctia cong ty hoac cac bai dang c6 kha nang kich hoat bung phat. Néu can, hay de
nghi hgp tac tif cac déi tac lién doanh va nha thau phu.

O Chudn bi danh sach cac van d& nhay cam trong linh vuc kinh doanh va @i tusng muc tiéu cda

ban

O Xay dung cac nguyén tac van hanh cho cac tai khoan chinh thuc, v.v. dua trén co sé trén va
dam bao tuan thu (dua ra vi du vé cac bai dang khong phu hdp, xac dinh quy trinh kiém tra
trudc khi dang)
Xay dung cac nguyén tac cho viéc st dung SNS ca nhan clia nhan vién va yéu cau tuan tha
(dua ra vi du vé cac bai dang khong phu hgp, nhan thic vé trach nhiém doi véi cac bai dang)
Thuc hién dao tao rai ro SNS (hoi thao, v.v.) lién quan dén cac van dé da dé cap
Van hanh cac tai khoan chinh thic trén SNS dugc st dung thudng xuyén dé dang thong tin khi
bung phat xay ra
Theo doi cac bai dang trén cac SNS ch,inh ) o
Thuc hién cac bai tap thudng xuyén dé dap Ung thich hgp cac tinh huéng khan cap sau

Cac bién phap trusc khi xay ra su cb

oo oo o

[ | L
Trong trudng hgp phat hién cac dau hiéu bai dang khéng phu hgp hodc bung phat théng qua
viéc giam sat trén, v.v.,, hé théng sé dudc thiét lap dé phan (ing nhanh chéng véi khiing hoang,
va l&p lai viec dao tao dé co thé thuc hién cac phan ting thich hdp.

O Thu thap cac thoéng tin sau va xac dinh liéu cong ty c6 nén

Ché doi

an cap

xin [6i hay giai quyét hiéu lAm hay khong
> Chitiét dang c6 dung khéng? Cong ty c6 16i khong?
> Aidang dang? Cong ty c6 thé lién hé truc tiép khong?
> Sulan truyén c6 dang tiép dién khong?
Su lan truyén c6 dang lang xubng khong?

» Tac dong cla su bung phat nay la gi?

O Néu can, hay xin 6i hodc giai quyét hiéu lm trén tai khoan chinh thuc (néu c6 thé, hay
chuan bj cau mau truéc).

2

Xin L6i

Giai quyét hiéu lAm

Ung phé kh

Ngoai ra, diéu quan trong la phai gti thong tin dén SNS nai xay ra bung phat. Viéc van hanh mot tai
khodn chinh thic trén mét SNS dudc st dung thudng xuyén a diéu mong muén. Ciing can luu y rang
trong sb6 d6, c6 cac SNS nhu Zalo & Viét Nam va Moj 6 An D6, v.v. ma & cac nudc khac it quen thudc, va
ngudc lai, X va LINE it dudc st dung thudng xuyén & nhiéu nudc.

(Tham khao) Top 10 bang xép hang ty lé sir dung SNS tai cac quéc gia l6n 6 Chau A

N2 Singapore MEIEVHE] Indonesia  Philippines  Thailand Vietnam India
WhatsApp | WhatsApp | WhatsApp Facebook Facebook Facebook WhatsApp Facebook

=
[uy

10| Pinterest LinkedIn LINE Spanchat | WhatsApp Skype Pinterest |[10| (others)
(Ngudn dir lieu : DATAREPORTAL for each country https://datareportal.com/ *Myanmar only, Statcounter is the source of analysis)
Published By:
Y [Contact]

Risk Engineering Department
Email: TMA_RE@tokiomarineasia.com

;E%E:Lim“gig SEV U?SIa Pte. Ltd. Disclaimer: The information, suggestions, and recommendations contained herein are for general informational purposes only. This

Tokio Marine Centre Singapore 069046 information has been compiled from sources believed to be reliable. No warranty, guarantee, or representation, either expressed or
implied, is made as to the correctness or sufficiency of any representation contained herein.

Tac gia: Mr. Takashi Jono, Risk Consulting Team, Tokio Marine Safety Insurance (Thailand) PCL.
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